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Right to Privacy:  Confidential Records 

  Privacy is defined as “the state of being private; retirement or seclusion.” 

Another part of this definition is “the state of being free from intrusion or disturbance in 

one‟s private life or affairs:  the right to privacy” (“Privacy,” Dictionary.com).  Another 

facet of privacy is that information about people is kept confidential.  And, a person 

should be able to control what private information is shared with others. 

Are we taking our privacy for granted?  With computer technology, businesses 

now track our purchases and all sorts of other personal data.  Even the YMCA has files 

on their patrons and how much they use the facilities.  Frequent purchaser offers are 

really just incentives to people to give more information.  The government continues to 

seek more personal details.  And very few businesses resist government requests for 

information.   

However, libraries are different.  People use libraries to obtain information, not to 

be “watched” by others.  People expect their actions and records to be kept private.  

Conversely, if people think others might be “watching,” they would be less likely to read 

or access information on various points of view.  Thus, our democratic society would 

loose the benefit of having informed, literate and educated citizens.   
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With recent challenges to the rights to privacy of library users, librarians need to 

be aware of what‟s been happening, understand some background on the issue and be 

prepared to face these challenges in their own libraries. 

 

RECENT CHALLENGES  

Within the last year, there have been at least three developments that impact 

libraries and confidential records.  First, on November 19, 2007 the Federal Bureau of 

Investigation (FBI) issued a National Security Letter (NSL) to the Internet Archive.  An 

NSL is a form of a subpoena used by U.S. Government agencies such as the FBI, Central 

Intelligence Agency (CIA) and Department of Defense (DOD) to demand an organization 

turn over various records about individuals.  They require no probable cause or judicial 

oversight.  They also contain a gag order, preventing the recipient of the letter from 

disclosing that the letter was ever issued.  The Internet Archive has a vast collection of 

web sites and digital files.  While it‟s an unusual library, the Internet Archive is a library 

and follows library principles.   

In this instance, the FBI wanted the “subscriber name, address, length of service, 

and electronic communication transactional records related to a user” (Oder, “Internet”).   

In response, the American Civil Liberties Union (ACLU) and the Electronic Frontier 

Foundation, representing the Internet Archive, challenged the constitutionality of the 

NSL under the 1
st
 and 5

th
 Amendments.  (Those are the Freedom of Speech and Due 

Process amendments.)  The case did not go to court because on April 21
st
, 2008 the FBI 

agreed to a settlement where they would withdraw the NSL and make their documents 

public.  
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As far as NSL‟s, the Inspector General of the Justice Department has reported that 

the FBI issued 200,000 NSL‟s in the period 2003-06 (“ALA”).  The Inspector General 

also “found numerous cases where FBI agents have not followed the rules in issuing the 

letters, often gaining access to information they were not entitled to” (“Domestic” 135).  

Second, on July 10
th

, 2008 the FISA Amendments Act of 2008 became law.  It 

amends the Foreign Intelligence Surveillance Act by expanding the government‟s legal 

authority to wiretap.  So how does this law impact librarians?  Any library user (or 

librarian) who uses the internet to communicate with foreign friends, family members 

living overseas or foreign companies could have their communications monitored.  And 

the government agency does not have to get a warrant.      

Third, in August 2008, Darrell Batson, Director of the Frederick Public Library 

(FPL) and President of the Maryland Library Association, turned over two of the library‟s 

public access computers to the FBI as a part of a criminal investigation.  The director did 

not ask for a warrant.  Although Maryland law requires libraries to protect the 

confidentiality of records of library use by individuals, the FPL has no policy regarding 

about keeping library records private.  Interestingly, a week later, the FBI did go back 

and get a judge‟s permission to search the computers.  

It appears from these and other recent incidents that different government 

agencies are using our fears about terrorism and child endangerment to tear down barriers 

that protect our private records and find out what we read and access in our libraries.  

One of their arguments has been that “good” people don‟t have anything to hide, making 

anyone who objects a “bad” person and supposedly guilty of some wrong doing.  

Furthermore, gag orders and national security letters bypass the court system, which 
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provides a check on possible abuses of power and intrusions upon the privacy of people‟s 

records.    

 

BACKGROUND ON THE RIGHT TO PRIVACY  

The U.S. Constitution does not guarantee the right to privacy.  The right to 

privacy has been developed with court rulings, case law and interpretations of the Bill of 

Rights and other amendments to the Constitution.  Specifically, interpretations of the 

First, Fourth, Ninth and Fourteenth Amendments of the Constitution have resulted in 

rulings about privacy.  Even in 1890, Louis Brandeis, an early advocate for privacy and 

later a Supreme Court justice, wrote with Samuel Warren that they felt a person had the 

”right to be let alone” and not have their privacy violated.  

The following are some of the key cases noted by Stacy Bowers that have further 

developed the concept of a right to privacy.  Griswold v. Connecticut (1965).  The 

Supreme Court ruled that the Constitution implicitly guaranteed a right to privacy.  They 

found that there were implied in the Bill of Rights, “zones of privacy” which were out of 

the government‟s reach and to be left to the individual.  Lamont v. Postmaster General 

(1965).  The Supreme Court said that an individual had a right to receive controversial 

political materials in the mail.  Katz v. U.S. Supreme Court (1967).  The Supreme Court 

stated that an individual has a reasonable “expectation of privacy.”  The court ruled that 

the 4
th

 amendment applied to people, not just places, so what someone wants to keep 

private may be constitutionally protected.  Stanley v. Georgia (1969).  The Supreme 

Court said that an individual may read allegedly obscene materials in the privacy of his 

home.  From these cases, the right to privacy has been established in certain situations; 
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however, there still isn‟t any specific case that addressed the confidentiality of library 

records.  

While legal cases have furthered the development of a right to privacy, in the 

1970‟s and 1980‟s a challenge to the confidentiality of library records came through a 

FBI program called the Library Awareness Program.  It was a secret surveillance 

program to obtain information such as the names and reading habits of users, particularly 

foreign nationals from the Soviet Union and Eastern Europe who used academic and 

scientific libraries.  An FBI agent would approach library staff, flash their badge, and 

appeal to librarian‟s patriotism in preventing the spread of information to our “enemies.”  

Librarians were asked to report to the FBI anyone with a foreign sounding name or 

accent and that person‟s reading habits and what they had copied while in the library. The 

program was exposed in a New York Times article in 1987 and congressional hearings 

were conducted in 1988.      

 Also in 1988, the Video Privacy Protection Act and Video and Library Privacy 

Protection Acts were introduced in Congress.  These bills were a response to the 

publication of Judge Robert Bork‟s video rental records during his confirmation hearings.  

As proposed, the latter bill provided protection for library records, including circulation 

records, reference interview records, database searches, and any other identifiable records 

of library patron use.  However, the FBI successfully lobbied lawmakers to take out all 

the parts regarding libraries.  They argued that the bill might require them to release 

classified information when “lives might be at stake.”  Therefore, while there is federal 

protection for video rental records, cable records, bank records and health records, there 

are no federal statutes protecting library records. 
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However, there are state laws about the confidentiality of library records.  Forty- 

eight states and the District of Columbia currently have such laws. North Carolina‟s 

statute is a strong example of a state law protecting confidentiality of library user records. 

It states that “A library shall not disclose any library record that identifies a person as 

having requested or obtained specific materials, information, or services, or as otherwise 

having used the library.  Library records may be disclosed in the following instances: (1) 

When necessary for the reasonable operation of the library; (2) Upon written consent of 

the user; or (3) Pursuant to subpoena, court order, or where otherwise required by law.” 

(North Carolina General Statutes).  Interestingly, Colorado‟s law protects not only library 

records but also interactions between the library and patrons. 

Despite these state statutes, there is federal legislation that supersedes these state 

laws.  The Uniting and Strengthening America by Providing Appropriate Tools Required 

to Intercept and Obstruct Terrorism (USA Patriot Act) of 2001 impacts the confidentiality 

of patrons‟ records. This act was passed in direct response to the terrorist attacks on 

September 11, 2001.  It„s purpose is to “deter and punish terrorist acts in the United 

States and around the world, to enhance law enforcement investigatory tools, and for 

other purposes.” (Uniting)   

While the USA Patriot Act expands the surveillance and investigative powers of 

law enforcement in existing laws such as Federal Wiretap Act and the Electronic 

Communications Privacy Act (ECPA), it also allows law enforcement to do electronic 

surveillance during domestic criminal investigations as well.  Section 215:  Access to 

records and other items under the Foreign Intelligence Surveillance Act allows the FBI 

to obtain a court order without probable cause for the production of   “any tangible things 
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(including books, records, papers, documents, and other items) for an authorized 

investigation to protect against terrorism or clandestine intelligence activities.” (Uniting)  

In addition, Section 215 contains a gag order that prevents libraries from disclosing to 

anyone that the FBI has been searching records or monitoring a patron‟s activities in 

libraries.  Section 216:  Modification of authorities relating to use of pen registers and 

trap and trace devises extends telephone monitoring laws to cover various aspects of 

Internet usage and authorizes use of trap and trace devises, and wiretaps for electronic 

communications. Thus, the USA Patriot Act gives government broad power to invade 

patrons‟ confidential records.     

 In direct conflict are the foundation documents of the library profession. As far as 

library policies on privacy, especially of confidential records, the American Library 

Association‟s Library Bill of Rights stands out.  The Library Bill of Rights, the 

foundation of librarianship, obligates librarians to make sure there are not any restrictions 

on a patron‟s being able to freely access information and to cooperate with others to fight 

any abridgement of free speech.  Article IV states:  “Libraries should cooperate with all 

persons and groups concerned with resisting abridgement of free expression and free 

access to ideas” (Rubin 203).  When people feel that their actions are going to be 

monitored, they have already lost some freedom and won‟t freely use the resources 

available. 

Furthermore, the American Library Association‟s Code of Ethics delineates the 

ethical foundation for librarianship.  Article III states:  “We protect each library user‟s 

right to privacy and confidentiality with respect to information sought or received and 

resources consulted, borrowed, acquired or transmitted” (“Code”).  It obligates librarians 
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to make sure patrons are able to freely use the library and its resources and to resist those 

forces that would try to limit that freedom.  Additionally, the Code explicitly obligates 

librarians to protect patron‟s right to privacy and thus preserve our democratic society.   

 

PRACTICAL CONSIDERATIONS 

 Library Privacy Policy.  The first step is to make sure each library has its own 

policy regarding the confidentiality and privacy of library records.  The American 

Library Association recommends library policies cover five standard privacy principles: 

(1) Notice and Openness, (2) Choice and Consent, (3) Access by Users, (4) Data Integrity 

and Security, and (5) Enforcement and Redress.  In the American Library Association‟s 

Guidelines for Developing a Library Privacy Policy, the ALA gives samples of actual 

library policies for each of these sections. In addition, it includes special privacy 

considerations for different types of libraries such as a school library media center.  

Finally, there‟s a Model Privacy Policy in Appendix 1 of Guidelines.  These policies help 

protect the library from liability and public relations problems.  They help to assure 

patrons that the library is doing its best to keep confidential records private. 

 Privacy Audit. The privacy audit is a way for libraries to make sure that their 

practices are aligned with their goals and promises of privacy.  Basically, an audit should 

discover how information about library patrons is collected, stored, shared, used and 

destroyed.  Appendix 2 of the American Library Association‟s Guidelines for Developing 

a Library Privacy Policy provides guidelines for examining a library‟s practices.  The 

ALA recommends auditors look at how privacy matters are handled at all levels, the flow 

and storage of data, the role data plays within the organization, staff training about 
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privacy matters, and existing and needed privacy policies.  It also includes a laundry list 

of items librarians can use to audit. The list includes the following: circulation records, 

overdue materials records, interlibrary loan requests, database search records, request 

slips for items in closed stacks, records of web pages visited on public terminals, records 

of individual consultations with patrons, emails, and many other information records.  

 Privacy Procedures.  These are the concrete actions librarians can take to ensure 

the confidentiality of patron records.  There are three excellent, comprehensive checklists 

that detail procedures to be taken by librarians.  First, The American Library 

Association‟s Privacy Procedures lists responsibilities by different levels of the library:  

Governing Bodies/Policy Makers, Administrators, Supervisors, and Staff.  Second, in 

Trina J. Magi‟s article entitled Protecting Library Patrons’ Confidentiality:  Checklist of 

Best Practices, she lists actions to take that also include some of the recommendations 

from the American Library Association.  Third, in the American Library Association‟s 

Introduction to the Privacy Tool Kit, there are several lists of actions to take within local 

libraries, within states, and within the ALA.     

 Basically, the practices to protect privacy of confidential records include limiting 

information that identifies patrons, avoiding creating unnecessary records, avoiding 

keeping records that don‟t need to be kept, and avoiding any practices that would place 

information in public view.  Examples of the individual actions that could be taken would 

include not sending postcards for overdue notices, not including a patron‟s name on 

interlibrary loan requests sent to other institutions, making sure that automated circulation 

systems purge borrower information once an item is returned, and using image programs 

to wipe out and recreate hard drives of public terminals each night.  With increasing 
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advancements in technology, librarians will have to be vigilant about making sure 

confidential information is not collected and stored for any longer than absolutely 

necessary. 

 Law Enforcement Visits.   So how should librarians respond to requests for 

confidential records by law enforcement agents?  The American Library Association 

provides clear guidelines in the document Confidentiality and Coping with Law 

Enforcement Inquiries:  Guidelines for the Library and its Staff.   Before a visit, libraries 

need to designate the person or persons who will be responsible for handling law 

enforcement requests.  In most circumstances, this would be the library director and legal 

counsel.  Library staff needs to be trained on the library‟s procedure for handling 

requests.  Also, libraries need to have plans in place in case computers are removed 

causing service interruptions. 

 During the visit, staff should first ask for identification and refer the agent to the 

director or other designated library officer.  The director or officer should meet with the 

agent with library counsel in attendance.  If the agent doesn’t have a court order, the 

director should explain the library‟s confidential policy and the state‟s confidentiality 

law, and inform the agent that users‟ records are not available except when a proper court 

order has been presented to the library. Without a court order, neither the FBI nor local 

law enforcement has authority to compel cooperation with an investigation or require 

answers to questions, other than the name, address of the person speaking to the agent.  If 

the agent persists, or makes an appeal to patriotism, the director should explain that, as 

good citizens, the library staff will not respond to informal requests for confidential 
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information, in conformity with professional ethics, First Amendment freedoms, and state 

law. 

 If the court order is in the form of subpoena, staff should give the subpoena to 

the designated director or officer to refer to the library‟s counsel.  Counsel should review 

the document.  If the library‟s counsel determines the subpoena is in order, the 

instructions of the subpoena should be followed strictly with care not to provide any 

information not specifically requested.   

 If the court order is in the form of a search warrant, a search warrant is 

executable immediately, unlike a subpoena.  The agent can begin a search as soon as the 

staff is served with the order.  The staff should ask to inform their supervisor who in turn 

will notify the director and library counsel so that counsel can examine the search warrant 

and assure the search conforms to the warrant.  However, legally the search may begin 

immediately.  Staff should cooperate with the search to ensure only the records identified 

in the warrant are produced and that no other records are viewed or scanned.   

 If the court order is a search warrant issued under the Foreign Intelligence 

Surveillance Act (FISA) (USA Patriot Act amendment), staff should follow the same 

procedures as a search warrant.  However, a search warrant issued by a FISA court 

contains a “gag order.”  That means that no person or institution served with the warrant 

can disclose (outside of library supervision) that the warrant has been served or that 

records have been produced pursuant to the warrant.  No information can be disclosed to 

any other party; including the patron whose records are the subject of the search warrant.  

The gag order does not change a library‟s right to legal representation during the search.  

The library can still seek legal advice concerning the warrant and request that the 
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library‟s legal counsel be present during the actual search.  However, like the subpoena, 

the agent may or may not agree and the search can begin immediately.  

 After the visit, the court order needs to be reviewed with the library‟s counsel to 

ensure the library complies with any remaining requirements, including restrictions on 

sharing information with others.  Library policies and staff response should be reviewed 

to make any necessary revisions.  The library will also need to be prepared to 

communicate with the news media.      

 

CONCLUSION 

 Libraries are special institutions where people can go and anonymously access 

information.   Having informed, educated citizens is vital to our democracy.    If people 

feel their records or actions will be “watched” or that there might be adverse 

consequences for their actions, people will refrain from seeking information that might 

give alternative points of view.  Thus, some of our freedom is lost.         

  Since the right to privacy is not protected by the Constitution, either laws or the 

interpretation of laws by the court system would establish that right.  From the research, 

there have been court cases about the right to privacy but none yet that have specifically 

dealt with the confidentiality of library records.  When Congress has attempted to pass 

laws about privacy, they have been blocked. So there‟s no federal protection.  And, there 

doesn‟t appear any new legislation is forthcoming.  On the bright side, forty-eight states 

and the District of Columbia have seen the need to protect confidential records and 

passed state laws.  However, the USA Patriot Act overrides these state protections and 

allows almost unchecked access. 
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 Librarians are critical to ensuring privacy.  Professionally, librarians are obligated 

through the Code of Ethics and the Library Bill of Rights to guarantee free access to 

library resources and to protect patrons‟ right to privacy.  Librarians are the gate keepers. 

 Thus, librarians need to be prepared for requests for confidential information from 

various law enforcement agencies to ensure that legal procedures are followed.  From 

reviewing the literature, it appears that there will be more challenges in the future.  And 

because of gag orders, many of these challenges may be kept secret.  The three examples 

given at the beginning of this paper illustrate some of the more recent developments.  

Fortunately, the American Library Association provides some very practical guidelines 

for libraries to help prepare for these challenges.  It seems like the most basic practice is 

to keep only the minimal amount of records and only for as long as absolutely necessary.  

 Other than helping librarians be prepared to face these challenges, the American 

Library Association‟s Office for Intellectual Freedom wants to promote a national 

conversation about the importance of the right to privacy and help librarians be advocates 

in their communities.  This new initiative is called: “Privacy for All:  Rallying Americans 

for the Right to Information Privacy” (Rallying).  Maybe there is new hope for the right 

to privacy. 
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